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\ A real-life example

The small historical restaurant named ,Zum Lamm"” with 20 employees
is located at the centre of Bonn. It has been a popular destination for
decades as this is the third generation of owners in the family.
However, over the last 10 days, the restaurant remains closed, as its
online booking system,/computers and POs devices have become
inaccessible. An IT contractor company has been called in and they
seem to be making progress in restoring everything to how it was,
but their cost was high, and the financial loss of business during these

10 days was even higher.

What happened?

A few days earlier the owner had received
a very convincing email with an invoice
attached supposedly from their trusted
wine supplier. However, it turned out, it
was a cyber criminal impersonating the
wine supplier and the attachment was a
computer virus, which had started deleting
files and disabling computer systems, fol-
lowed by a notification that the disruption
will be permanent unless the owner pays
up a ransom of €30,000.

This story sounds implausible?

Similar incidents happen very often

DThis type of computer virus is called ran-
somware. When activated, it starts enc-
rypting the files in a computer. This effec-
tively makes them completely inaccessible,
because only the cyber criminal has the
“digital key” that can decrypt them. This

is only one of the many different types of
computer viruses that are used by cyber
criminals.

This all sounds very technical and very
worrying. The good news is that the most
effective defence against cyber threats
like them is actually neither technical nor
difficult. The vast majority of cyber crimi-
nals depend on social engineering, which
is about deceiving a human into making
a mistake and allowing the cyber crimi-
nals access to their computer systems.
They might send an email pretending to
be from an organization that you trust like
your bank or an online shop. They might
send you a “by the way, check this link”
text message followed by a link, using the
name of a friend of yours, so that your
mobile phone appends it in your existing
discussion with your friend. They might
share a screenshot of a video that looks
too interesting to miss, and when promp-
ted with a warning to install a special
software update to watch it, you click be-
cause the curiosity is overpowering. In all
cases, the cyber criminal wants to deceive
you into making the mistake to ask your
computer to install something that you
shouldn't.
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Protecting small enterprises against social engineering

Basic cyber hygiene measures
for protecting your company
against social engineering

Realizing that one has been deceived
is never a good feeling.

Also, everyone believes that they are too smart to be deceived. The re-
ality is completely different. Even the most experienced cyber security
experts and professors have been deceived and in some cases in very
high-profile incidents. We are all vulnerable to deception. One of the
most important reasons is that interacting with someone through the
Internet is not the same as interacting with them in person. It is not
easy to tell whether someone is lying if you cannot see them and if the
email they send looks exactly the same as a real email would be from
a person you trust. Nevertheless, there are ways in which you can im-
prove your company’s resilience to social engineering by taking a few
simple steps:

If something feels strange or too good to be true, chances are it is. For
example, if you receive a notification for a purchase or a confirmation
PDF that you never asked for, it may be worth making a phone call to

the sender if they are who they claim to be.

Social engineering often relies on creating a sense of urgency, fear or
other intense emotion. In such conditions, it is easy to make a mistake.
Before clicking on a link or email attachment, take a moment to think.
Consider asking your staff to take a security awareness training pro-
gram. In almost all cases, cyber criminals re-use the same social engi-
neering techniques to target companies. Simply knowing these tech-
niques can help you in being more vigilant. It is an investment that
may save you a lot in the long-run.



Limit the information you are releasing online to the minimum necessary.
Social engineers routinely use online information, for example from social
media, to make their messages to you appear legitimate. It is a good idea
to develop a social media policy that takes into account privacy and pre-
vents oversharing.

Consider adding two-factor authentication in all critical aspects of your
company, such as access to customer data. In this way, if a password is
compromised, it will not be enough for the cyber criminal to access your
systems.

Make your staff “human sensors” and give them a sense of ownership of
the problem of cyber security to the company. If they encounter a social
engineering attempt against them, they should be encouraged to share
this information within the company. They might have not fallen for it, but
others in the company will be targeted by the same attack and they might
fall for it if they are not warned.

I'PHISHING EMAIL !!




What is social engineering?
https://www.enisa.europa.eu/topics/csirts-in-europe/
glossary/what-is-social-engineering

Phishing attacks: defending your organisation
https://www.ncsc.gov.uk/guidance/phishing
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https://www.consumer.ftc.gov/articles/how-recognize- b

and-avoid-phishing-scams I w
(=] Wi

LA

Q RSO CONGRATULATIONS *+_
\ Nou are a winneritt Click Herelll

3

_+* CONGRATULATIONS | WARNING!

ou are awinnerl Click Herk A, Your computer is at risk.

o o

7 = o e
Y 1 3 1 1y e =



B b B o

B D B

tips for protecting your
company against social
engineering

If something feels to strange or too good to be
true, trust your instinct.

Before clicking on a link or email attachment,
take a moment to think whether you should.

Consider investing in security awareness
training.

Limit what you post on social media to what is
necessary.

Consider adding two-factor authentication to
critical systems.

Ask your staff to report any social engineering
attempt that they encounter.
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